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AI: The HOT Topic of 2023 (But Cybersecurity is in the Background Closely)



The Hype Cycle is Useful in Giving us Context

Source: https://emtemp.gcom.cloud/ngw/globalassets/en/articles/images/hype-cycle-for-emerging-technologies-2023.png
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Quite a Headline!

Source: Cutter, Chip. “The $900,000 AI Job Is Here.” Wall Street Journal. 14 August 2023. 
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Cybersecurity Skills are Tough to Come By in 2023

Source: https://www.nist.gov/system/files/documents/2023/06/05/NICE%20FactSheet_Workforce%20Demand_Final_20211202.pdf
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Many Different Employment Options Exist in Cybersecurity
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Source: https://www.nist.gov/system/files/documents/2023/06/05/NICE%20FactSheet_Workforce%20Demand_Final_20211202.pdf

https://www.nist.gov/system/files/documents/2023/06/05/NICE%20FactSheet_Workforce%20Demand_Final_20211202.pdf


Tool Sprawl! Does the Average Organization Need More than 30 Tools?

Source: file:///C:/Users/ChristopherGannatti/Downloads/state-of-cloud-native-security-2023.pdf
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Cybersecurity Covers a Broad Swath of Technology Focal Points

Source: WisdomTree
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+ Cybersecurity market and supply chain is far 
broader than solutions purely focused on cyber 
defence. 

+ The life cycle and efficacy of different products is 
accelerating due to the fast pace of technology 
innovation and rapid evolution of the threats. 

+ WisdomTree believes that the best way to capture 
the changes in the market is to understand the 
trends that are driving it and to identify the 
products and services that are positioned to 
provide creative and effective solutions. 

+ Process of collaboration with industry experts outlines
the themes, products, and services that are expected 
to be of critical importance to the industry in the 
coming years. 

+ Each theme includes the threats and technology 
trends driving the theme, as well as some suggested 
products and services that can serve as solutions to 
the challenges created.



WisdomTree’s Thematic Universe



2020 and 2021 were a Different Reality for Thematic Strategies

Source: WisdomTree, Morningstar, Bloomberg. All data as of 30/09/2023 and based on WisdomTree's internal classification of thematic funds. Performance is based on monthly returns from Bloomberg and Morningstar More 
information on the WisdomTree Thematic classification can be found in the Appendix. Historical performance is not an indication of future performance, and any investments may go down in value.
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What Topics have seen the most Inflows (and Outflows)?
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Source: WisdomTree, Morningstar, Bloomberg. All data as of 30/09/2023 and based on WisdomTree's internal classification of thematic funds. Performance is based on monthly returns from Bloomberg and Morningstar More 
information on the WisdomTree Thematic classification can be found in the Appendix. Historical performance is not an indication of future performance, and any investments may go down in value.



While Months can be Volatile, 2023 has been Relatively Strong…

Source: WisdomTree, Morningstar, Bloomberg. All data as of 30/09/2023 and based on WisdomTree's internal classification of thematic funds. Performance is based on monthly returns from Bloomberg and Morningstar More 
information on the WisdomTree Thematic classification can be found in the Appendix. Historical performance is not an indication of future performance, and any investments may go down in value.
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We cannot emphasize it enough: Thematic funds can seek exposure to the same topics in very 
different ways

Source: WisdomTree, Morningstar, Bloomberg. All data as of 30/09/2023 and based on WisdomTree's internal classification of thematic funds. Performance is based on monthly returns from Bloomberg and Morningstar More 
information on the WisdomTree Thematic classification can be found in the Appendix. Historical performance is not an indication of future performance, and any investments may go down in value.
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Macro & Market Elements



The Valuation Picture Relates to the IPO Picture

Source: https://nextbigteng.substack.com/p/saas-ipo-window-inflection-reopening
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Geopolitical Tensions are One Venue for Cyber Risks and Threats

Source: Stupp, Catherine. “Cyberattacks Intensify on Israeli and Palestinian Human Rights Groups.” Wall Street Journal. 20 October 2023.  
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Some Cyber Incidents Read like Spy-Thrillers

Source: Mulvaney, Erin. “Climate Advocates Fighting Exxon Were Hacked in Far-Flung Scheme, Prosecutors Say.” Wall Street Journal. 12 October 2023. 
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The Centralized Nature of Credit Reporting Creates an Ongoing Target

Source: Patrick, Margot. “Equifax’s U.K. Arm Fined Over Data Breach.” Wall Street Journal. 13 October 2023. 
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Different Countries have Different Offensive and Defensive Capabilities

Source: Lewis, Leo. “Japan’s cyber security agency suffers months-long breach.” Financial Times. 29 August 2023. 
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Asymmetric Situation: Hackers Only have to be Right Once…

Source: Medina, Eduardo. “’Cybersecurity Issue’ Forces Shutdown at MGM Hotels and Casinos.” New York Times. 11 September 2023. 
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How Will AI be Used? (The Answer has Implications for Cybersecurity)



The ‘End of Work’ Was Already Predicted…a LOOONG Time Ago
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Source: Wu, Kai. “A Human View of Disruption.” Sparkline. February 2021.



Eventually, it will be Harder to say what AI WON’T do…

Source: Stanley et al. “Global Trendspotting: Quantifying AI.” Morgan Stanley Research. 14 August 2023.
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Inaccuracy, cybersecurity, and intellectual-property infringement are the
most-cited risks of generative AI adoption

Source: McKinsey Global Survey on AI, 1,684 participants at all levels of the organization, April 11–21, 2023 
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Use Case: CrowdStrike’s Generative AI

https://www.crowdstrike.com/blog/crowdstrike-introduces-charlotte-ai-to-deliver-generative-ai-powered-cybersecurity/?utm_campaign=msto&utm_content=crwd-awns-en-x-tct-us-psp-x-x-ai-x_x_x_x-
mo&utm_medium=sem&utm_source=goog&utm_term=artificial%20intelligence%20network%20security&cq_cmp=20323086868&cq_plac=&gad=1&gclid=Cj0KCQjw_5unBhCMARIsACZyzS0aMTG84EaBZ4VS1i00eUb7o-
mcYohes0ctFbjvN8j3Ws4id9L0yikaAsOnEALw_wcB
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Software



Microsoft: The Software Leader? [Some Argue that Microsoft is the World’s 
Biggest Cybersecurity Company]

Source: “How Microsoft could supplant Apple as the world’s most valuable firm.” Economist. 27 September 2023. 
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• Microsoft sells a wide range of software—don’t need separate 
email and spreadsheet chatbots, for example.

• Microsoft moved very quickly to partner with OpenAI. ‘First-
mover’ advantage makes it an easier choice for many large firms 
seeking to try generative AI.

Cybersecurity: the megatrend that all others depend upon
Any stock, options or futures symbols displayed are for illustrative purposes only and are not intended to portray recommendations. 
Past performance is not necessarily indicative of future results.



BVP Tracks the ‘Cloud 100’—an Important Barometer of Private Software

Source: https://www.bvp.com/atlas/the-cloud-100-benchmarks-report?from=feature
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AI is a totally new category!
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Source: https://www.bvp.com/atlas/the-cloud-100-benchmarks-report?from=feature
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Expected Growth Rates Tell Us 2023 was a Tough Year…
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Source: https://www.bvp.com/atlas/the-cloud-100-benchmarks-report?from=feature
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Valuations—Not Inexpensive, but Declining…
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Source: https://www.bvp.com/atlas/the-cloud-100-benchmarks-report?from=feature
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Don’t Forget about M&A Activity—a Cybersecurity Subset
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Source: Fodderwala, Hamza. “4 Reasons We’re More Bullish Here.” Morgan Stanley Research. 31 July 2023.
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Spending Trends: Security
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Source: Fodderwala, Hamza. “4 Reasons We’re More Bullish Here.” Morgan Stanley Research. 31 July 2023.



AI Specific Company Activities Related to Security



M&A May be Heading back up: The Splunk Example
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Palo Alto Networks: Many Security Services from one Player

Source: https://investors.paloaltonetworks.com/static-files/6e536fbd-7ec6-431d-acec-60c9ace54bf3
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AI can Improve all Aspects of Cybersecurity

Source: https://investors.paloaltonetworks.com/static-files/6e536fbd-7ec6-431d-acec-60c9ace54bf3
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The Cloudflare Example: 140 Billion Cyber Threats PER DAY!

Source: https://cloudflare.net/files/doc_downloads/Presentations/2023/08/Q2-2023-Investor-Presentation.pdf
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Conclusions



Conclusions

Source: WisdomTree.
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• While 2023 Might have been the ‘Year of AI’ Cybersecurity was Right in the Background

• As New Technologies are Deployed, they Need to be Secured Properly—Thematic Flows do not yet reflect this

• Possible intersection of AI & Cybersecurity Relates to # of Professionals Needed

• Threat Landscape is always growing

• While Security is constant, Bad Actors only have to be correct 1x to do damage…at times significant damage.
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Questions
+ For more information and insights please visit:

wisdomtree.eu/global-quality-dividend-growth

wisdomtree.eu

wisdomtree.eu/broad-commodities

wisdomtree.eu/megatrend-etfs wisdomtree.eu/etpedia
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https://www.wisdomtree.eu/en-gb/strategies/global-quality-dividend-growth
https://www.wisdomtree.eu/en-gb
https://www.wisdomtree.eu/en-gb/strategies/broad-commodities
https://www.wisdomtree.eu/en-gb/strategies/megatrend-etfs
https://www.wisdomtree.eu/en-gb/resource-library/etpedia
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authorised and regulated by the United Kingdom Financial Conduct Authority.
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“WisdomTree” (as applicable). Our Conflicts of Interest Policy and Inventory are 
available on request. 

• For professional clients only. The information contained in this document is for 
your general information only and is neither an offer for sale nor a solicitation of 
an offer to buy securities or shares. This document should not be used as the basis 
for any investment decision. Investments may go up or down in value and you may 
lose some or all of the amount invested. Past performance is not necessarily a 
guide to future performance. Any decision to invest should be based on the 
information contained in the appropriate prospectus and after seeking 
independent investment, tax and legal advice. 

• The application of regulations and tax laws can often lead to a number of different 
interpretations. Any views or opinions expressed in this communication represent 
the views of WisdomTree and should not be construed as regulatory, tax or legal 
advice. WisdomTree makes no warranty or representation as to the accuracy of 
any of the views or opinions expressed in this communication. Any decision to 
invest should be based on the information contained in the appropriate 
prospectus and after seeking independent investment, tax and legal advice.

• This document is not, and under no circumstances is to be construed as, an 
advertisement or any other step in furtherance of a public offering of shares or 
securities in the United States or any province or territory thereof. Neither this 
document nor any copy hereof should be taken, transmitted or distributed (directly or 
indirectly) into the United States. 

• Although WisdomTree endeavours to ensure the accuracy of the content in this 
document, WisdomTree does not warrant or guarantee its accuracy or correctness. 
Where WisdomTree has expressed its own opinions related to product or market 
activity, these views may change. Neither WisdomTree, nor any affiliate, nor any of 
their respective officers, directors, partners, or employees accepts any liability 
whatsoever for any direct or consequential loss arising from any use of this document 
or its contents.


